
Subject: Fwd: Fields Auto Group - Vendor Addendum/Risk Assessment - Action Required XTIME
From: Jane Copeland <jane@apinet.com>
Date: 6/10/23, 9:42 AM
To: Charles Willgren <charles@apinet.com>

Jane

Begin forwarded message:

From: "Hilsen, Scott (CAI - Atlanta - LD)" <Scott.Hilsen@coxautoinc.com>
Date: June 9, 2023 at 1:52:43 PM CDT
To: jane@apinet.com
Cc: CAI - Privacy <privacy@coxautoinc.com>
Subject: FW: Fields Auto Group - Vendor Addendum/Risk Assessment - Action Required
XTIME

Hello Jane – Thanks for your ques3on about RTS.  To add to our explana3on below, RTS is an outsourced provider
for state departments of motor vehicles, and it is not involved in vehicle financing or credit.  The 3tle and
applica3on that a dealer gives to RTS to register a vehicle is sent to and owned by the par3cular state.  RTS is only
facilita3ng/transmiEng the informa3on that a dealer otherwise would have to give to a DMV and the GLBA does
not apply to state governments.  Personal informa3on provided to DMVs is instead governed by state’s Driver
Privacy Protec3on Act.  Hope this helps.

SCOTT HILSEN
Chief Compliance & Privacy Officer
COX AUTOMOTIVE, INC.
scott.hilsen@coxautoinc.com

Do The Right Thing. Always.
Ethics Hotline: 1-877-329-0696 | CoxEthicsHotline.EthicsPoint.com

 

FFrroomm:: Jane Copeland <jane@apinet.com>
SSeenntt:: Friday, June 9, 2023 12:15 PM
TToo:: CAI - Privacy <privacy@coxautoinc.com>; jane@apinet.com
SSuubbjjeecctt:: RE: Fields Auto Group - Vendor Addendum/Risk Assessment - Ac3on Required XTIME
IImmppoorrttaannccee:: High

Abbey,
How can that be when 3tles record liens and bank informa3on?

Thanks
Jane

FFrroomm:: CAI - Privacy <privacy@coxautoinc.com>
SSeenntt:: Friday, June 9, 2023 11:05 AM
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TToo:: jane@apinet.com
SSuubbjjeecctt:: RE: Fields Auto Group - Vendor Addendum/Risk Assessment - Ac3on Required XTIME

Thank you. The GLBA is not applicable to RTS because RTS does not obtain non-public personal informa3on to
provide or facilitate services rela3ng to a consumer obtaining a financial product.

Abbey Morrow
Corporate Counsel
Compliance & Privacy
6205 Peachtree Dunwoody Road
Atlanta, GA 30328

Ethics & Compliance Center | Cox Ethics Hotline
 

FFrroomm:: Jane Copeland <jane@apinet.com>
SSeenntt:: Friday, June 9, 2023 11:50 AM
TToo:: CAI - Privacy <privacy@coxautoinc.com>
SSuubbjjeecctt:: RE: Fields Auto Group - Vendor Addendum/Risk Assessment - Ac3on Required XTIME
IImmppoorrttaannccee:: High

We also requested the same addendum and risk assessment from RTS Titling. We found out later that this too is a
COX product. Could you verify that this company adheres to the same GLB safeguards and guidelines as your other
companies please.

Thanks you for your prompt afen3on to this mafer

FFrroomm:: CAI - Privacy <privacy@coxautoinc.com>
SSeenntt:: Friday, June 9, 2023 10:38 AM
TToo:: jane@apinet.com
SSuubbjjeecctt:: RE: Fields Auto Group - Vendor Addendum/Risk Assessment - Ac3on Required XTIME

Hi Jane, Thanks for reaching out. I  understand Fields Auto Group is seeking responses for the following Cox Auto
companies:  Dealer Dot Com (“DDC”), Dealertrack, X3me, and vAuto.  

We appreciate you reaching out and assure you that X3me, DDC, and Dealertrack have implemented and maintain
appropriate safeguards for consumer personal informa3on that is covered by the GLBA.  We are aware of the
updates to the Safeguard Rule and understand the impact on dealers. To the extent that the GLBA is applicable, our
exis3ng Data Access Addendum and Master Terms & Condi3ons already provide in wri3ng that X3me, DDC, and
Dealertrack will comply with the GLBA by implemen3ng appropriate safeguards for covered consumer informa3on. 
Please see hfps://www.coxautoinc.com/terms/usa/. Addi3onally, the proposed GLBA Addendum purports to
amend and supplement the terms X3me, DDC, and Dealertrack’s underlying customer agreement, which is not
acceptable because X3me, DDC, and Dealertrack have thousands of customers and cannot agree to different terms
with different customers.   Nevertheless, our Legal Team is happy to answer any specific ques3ons you may have
rela3ng to the informa3on security programs of our applicable businesses. 

As service providers, X3me, DDC, and Dealertrack comply with the Safeguard Rule by providing adequate
safeguards to protect our customers’ data and to detect and respond to poten3al security events.  Cox Automo3ve
has a comprehensive informa3on security program that is managed and operated by a team of nearly 100 security
professionals, and includes administra3ve, technical, and physical safeguards for covered personal informa3on,
such as mul3-factor authen3ca3on, encryp3on, access controls, vulnerability/penetra3on tes3ng, and mandatory
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security training for all employees.  Please see the afached Informa3on Security Program Overview for addi3onal
details about our safeguards. 

I understand that you are also a customer of vAuto; however we do not believe the GLBA is applicable and vAuto
will not be able to sign the proposed agreement.  vAuto does not obtain non-public personal informa3on to
provide or facilitate services rela3ng to a consumer obtaining a financial product. vAuto is an inventory
management sonware plaoorm designed for valua3ng dealer-owned vehicles, not consumer-owned vehicles. 
vAuto is not marketed or intended to be used as a CRM or repository of consumer PI for appraisals.  While dealers
may be able to upload consumer PI, or any other data for that mafer, the plaoorm is not engineered to store or
process GLBA-covered PII.

Any ques3ons can be sent to our Privacy Department at privacy@coxautoinc.com.

Abbey Morrow
Corporate Counsel
Compliance & Privacy
6205 Peachtree Dunwoody Road
Atlanta, GA 30328

<image001.png>

Ethics & Compliance Center | Cox Ethics Hotline
 

FFrroomm:: Jane Copeland <jane@apinet.com>
SSeenntt:: Thursday, June 8, 2023 2:24 PM
TToo:: CAI - Privacy <privacy@coxautoinc.com>
SSuubbjjeecctt:: FW: Fields Auto Group - Vendor Addendum/Risk Assessment - Ac3on Required XTIME
IImmppoorrttaannccee:: High

TToo  wwhhoomm  iitt  mmaayy  ccoonncceerrnn,,
TThhee  FFiieellddss  AAuuttoo  GGrroouupp  hhaass  mmaaddee  mmuull33ppllee  rreeqquueessttss  ttoo  mmeemmbbeerrss  ooff  yyoouurr  iinnddiivviidduuaall  oorrggaanniizzaa33oonnss  aasskkiinngg
tthheemm  ttoo  ccoommpplleettee  tthhee  GGLLBB  AAddddeenndduumm  aanndd  RRiisskk  AAsssseessssmmeenntt..  TToo  ddaattee  tthhee  mmaajjoorriittyy  ooff  tthheessee  ppeeooppllee  hhaavvee
nnoott  rreessppoonnddeedd  iinn  aannyy  mmaannnneerr  ttoo  oouurr  rreeqquueessttss..  II  aaffaacchh  tthhee  rreeqquueesstt  ffoorr  XXTTIIMMEE  aanndd  rreessppeeccoouullllyy  aasskk  tthhaatt
yyoouu  ccoommpplleettee  tthhiiss  aanndd  rreettuurrnn  iitt  ttoo  uuss  aass  ssoooonn  aass  ppoossssiibbllee..

IInn  tthhee  eevveenntt  yyoouu  hhaavvee  aa  ssttaannddaarrdd  ddaattaa  pprriivvaaccyy  ddooccuummeenntt  wwhhiicchh  ffoorr  XXTTIIMMEE  wwhhiicchh  yyoouu  wwoouulldd  pprreeffeerr  ttoo
ssuubbmmiitt,,  pplleeaassee  ffeeeell  ffrreeee  ttoo  ddoo  ssoo..

TThhaannkkss  yyoouu  ffoorr  yyoouurr  pprroommpptt  aaffeenn33oonn  ttoo  tthhiiss  mmaaffeerr..

BBeesstt  wwiisshheess,,
JJaannee  CCooppeellaanndd

Hello,

As a valued vendor of the Fields Auto Group family of dealers, we need to ensure our vendors are in compliance

with the new Federal Trade Commission’s GLB Safeguards Act revisions set to go into effect on June 9th, 2023.

These revisions require us, a Dealer designated as a financial ins3tu3on, to ensure our vendors are in compliance
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with these new guidelines. We have developed an addendum to exis3ng Vendor Service Agreements and a Risk
Assessment for this purpose. These two documents are prepopulated with the Fields Auto Group stores you
provide products and services to.

A qualified individual from your company must complete and submit the Addendum and Risk Assessment. If you
are not the qualified individual to complete these documents, please forward this email to that person as soon as
possible.

We sincerely appreciate your afen3on to this request. We are commifed to the security and privacy of our
customers personal informa3on and look forward to working with our vendors to ensure it remains a top priority.
The unique links for your digital documents can be found below.

Vendor Addendum: hfps://comserver.apinet.com/fields-compliance/?d=qnrgn
Risk Assessment: hfps://comserver.apinet.com/fields-compliance/risks/?d=qnrgn

Please don’t hesitate to reach out with any ques3ons you have.

Sincerely,
Robert Oteri

Robert Oteri
Security Planning Team

API International, Inc.
Fields Auto Group
Mobile: (805) 236-2479
securityplanning@apinet.com
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